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QUESTION 1 

 

QUESTION 2 

1. The Utopian Space Exploration Agency (USEA) has finally made a breakthrough by 

discovering a planet that supports life (which they have given the name Utopia 2.0). 

Due to Utopia nearing its capacity to provide water for its inhabitants, USEA is treating 

the mission of occupying Utopia 2.0 as a top priority. The first step is to determine 

the most basic infrastructure sectors that must be built. 

1.1 As one of Utopia’s Critical Information Infrastructure Protection (CIIP) experts, you 

must determine which are the most important Critical Infrastructure (CI) sectors 

(name 5) to be built first. Justify the importance of each sector. 

• Any 5 CI sectors are acceptable as long as they fit the above context (1 mark for 

each sector and 1 mark for each valid justification.) 

 

 

 

 

 

(10) 

1.2 Due to the complex interactions and dependencies between components of CI 

systems, use the Interpretive Structural Modelling (ISM) methodology to show the 

dependencies you think will exist between the CI sectors you named in Question 

1.1. 

• The student should use the following diagram to show dependencies as they see 

fit (1 mark for each dependency.) 

 

 

 

 

(5) 

1.3 Justify the dependencies you showed in Question 1.2. 

• Any valid justification is acceptable (1 mark for each justification). 

(5) 

 [20] 

2. Now that you have helped USEA identify they most important CI sectors, USEA wants 

to apply as much automation as possible to the functioning of their CI systems. This 

would mean that there would be information systems facilitating the operation of the 

CIs – making them CIIs – and that would result in the Internet being the 

communication medium. 

2.1 As a CIIP expert, discuss (in extensive detail) why USEA must build their CIIs with 

security in mind. In your discussion be sure to include the following: 
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• CIIP. 

• Convenience Overshoot and why building CII with a security-oriented 

approach can prevent it. 

• The importance of Security Standards and Policies. 

• The student should comprehensively discuss CIIP (1 mark per fact). 

 
• 1 mark per fact. 

  
• 1 mark per fact. 

 

 

 

(20) 

2.2 Explain how USEA’s cybersecurity division can include CIIP-oriented policies as part 

of its broader legislation using the diagram below. 

 

(5) 
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QUESTION 3 

 
• Any valid explanation of the diagram is acceptable (1 mark per fact.) 

 [25] 

3. Utopia 2.0 needs to be aware of the importance of a good CIIP model. Discuss how 

USEA’s cybersecurity division can apply the International Telecommunication Union’s 

(ITU) CIIP/Cybersecurity Strategy Model to achieve effective CIIP. 

(Please zoom in the diagram.) 

 

 

 

 

[20] 
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QUESTION 4 

4. Discuss how USEA’s cybersecurity division can create meaningful Public-Private 

Partnerships (PPPs) in the context of CIIP. Be sure to include the following in your 

discussion: 

• A definition of a PPP according to South African law. 

• Factors that could contribute to Utopia 2.0’s success in PPPs. 

• Challenges USEA’s cybersecurity division should consider regarding PPPs. 

 

 

 

 

 

 

 

[15] 
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QUESTION 5 

 

5.   

5.1 USEA’s cybersecurity division feels that it is now ready to focus on developing a CIIP policy 

framework. As an expert in the field, you have informed the division that it is wise to first 

develop a cybersecurity policy framework because it can be used as a reference when creating 

a CIIP-specific policy framework. Discuss the steps the division needs to follow to develop a 

global cybersecurity policy framework for Utopia 2.0 (you may refer to the national 

cybersecurity framework flowchart). 

(Please zoom in the diagram.) 

 

 

 

 

 

 

(10) 

5.2 Finally, you need to make USEA aware of the possibility of interplanetary cyberwarfare from  
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extraterrestrial enemy civilisations. Explain how USEA’s cybersecurity division can be ready for 

such an event by discussing the following: 

• Preparation 

• Offensive Strategies 

• Defensive Strategies 

 

 

 

 

(10) 
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