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Question 1 

Discuss the importance of the following steps in the generic testing process: 

• Initial Agreement 

• Documentation and Reporting 

Your discussion should also refer to the impact of the other steps in the testing process. 

[10] 

Question 2 

During the information gathering stage of the testing process, one might look to Open-source 

Intelligence (OSINT) or attempt to gain information through social engineering. Within this 

context, compare OSINT and social engineering with regards to: 

• The type of information that can be gained. 

• The necessary techniques and skills. 

• The risks involved as an attacker. 

[10] 

Question 3 

Cryptojacking malware allows an attacker to mine cryptocurrencies using a victim’s resources 

without their knowledge or consent. At a large scale, this can be extremely lucrative and as 

such new cryptojacking malware is constantly being released. 

Compare the two techniques antivirus software might use to detect malware and discuss 

which technique you believe would be more successful against cryptojacking malware. 

[10] 

Question 4 

4.1. With the aid of a diagram, describe any one (1) type of Man-in-the-Middle 

        attack between Jack and Sally.       (5)  

4.2. How would you enable such a Man-in-the-Middle attack?   (5) 

[10] 
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Question 5 

 

The owner of the above network has deployed antivirus software to all of the applicable 

machines on the network. There are, however, still several security vulnerabilities depicted in 

the diagram. Choose any two (2) vulnerabilities present in the above network. For each 

chosen vulnerability you must: 

• Briefly introduce and discuss the security vulnerability.   (3) 

• Discuss a potential improvement and how it should be implemented 

the above network.        (7) 

(10)x2 

[20] 
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Question 6 

The Open Web Application Security Project (OWASP) is a not-for-profit organisation whose 

aim is to find and fight web application vulnerabilities. They regularly publish a TOP TEN list 

of vulnerabilities.  

For each of the following examples, below, identify the OWASP Top 10 vulnerability and 

discuss the following: 

a) The vulnerability and its impact.      (2*3) 

b) How the vulnerability can be detected.     (2*3) 

c) One (1) method of fixing the vulnerability.     (2*3) 

Example1.php 

 

Example2.py 

 

Example 3 

 

[18] 

Question 7 

Consider any three (3) design flaws that may exist in authentication systems and discuss the 

points below for each flaw: 

a) What the design flaw is.       (2*3) 

b) How it might be discovered and attacked.     (2*3) 

[12] 
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Question 8 

Consider your research project for this semester, briefly discuss the vulnerability you 

identified. Refer to: 

• The vulnerability’s origin, 

• How the vulnerability might be used during the penetration testing process. 

• A countermeasure or fix for the vulnerability. 

• The effectiveness of the countermeasure. 

[10] 
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