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SECTION A - SHORT QUESTIONS

QUESTION 1
General Biometric Systems
(a) Describe two (2) benefits of passwords, which biometric-based au- 4)
thenticators do NOT share.
(b) Analyse the following image and answer the questions that follow: (6)
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1. What does the image depict? (2)
2. What is the formula for calculating precision? (2)
3. What is the formula for calculating recall? (2)

Total: 10
QUESTION 2
Fingerprint Recognition
(a) Provide the coordinates for four examples of bifurcations in the finger- 4)

print binary image below:
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(b) Briefly describe the capture process, along with which sensors are 4)
used for hand geometry recognition.
Total: 8
QUESTION 3
Face Recognition
(a) List four (4) face detection class types that each face detection al- 4
gorithm can be classified info.
(b) Analyse the equation below, describe which method the following 4)
equation relates to, along with the role it plays in face recognition:
2 -2
G.li,j] = Be — (Z;P—Qj)cos(%rf(i cosh + j sinf)
g
Total: 8
QUESTION 4
() Briefly describe three (3) limitations of speaker recognition. 3

(b) If audio signal A is 0.1 watt/m?* and audio signal B is 1.2 watt/m?, what is 4)
its power difference (in watts dB)? Secondly, will a human experience
pain listening to audio signal B?

Total: 7

QUESTION 5
Retina recognition-based biometric systems are known to be accurate and
can be used in highly secure environments. Discuss the process required
to capture a retina sample, along with the steps required to process and
match a sample. For each step in your discussion be sure to elaborate on
the following aspects:

e The sensor that can be used to capture a sample.
e A brief description of the steps followed to process and match a sample.

e The algorithms used at each step.
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QUESTION 6
For the greyscale pixels below derive the local binary pattern (hinf use the
centroid as a threshold) matrix/image (with radius=1, clockwise and zero
padding parameters):

229 85
165 64
216 44
70 132
116 50
Total: 10
QUESTION 7
Multi-modal and Pervasive Systems
(a) Discuss decision-level biometric fusion, along with which methods can 4
e used to achieve it.
(b) Discuss what smart textiles are, along with their potential applications. 4
Total: 8
QUESTION 8
Biometric Trends and Esoteric Biometrics
(a) Discuss brain wave recognition, along a brief description on how you 4)
would implement such a system.
(b) Provide areason why DNA recognition has not become ubiquitous. 2
Total: 6
QUESTION 9

Vulnerabilities and Countermeasures

Draw an attack tree that highlights the weaknesses that will typically be
found for a fingerprint-smart card multimodal access control system such
as the one found at the University of Johannesburg AND provide a discus-
sion on two reasons why you would want to subvert a biometric system,
ALONG with two ways to safeguard against them.

Total: 10
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SECTION B - LONG QUESTIONS

QUESTION 10

Following a recent surge of working from home transitions for many com-
panies a company (Company Y) has just released an employment monit-
oring tool that works using employee smart phones. The application can
determine whether you are busy with work sitting on your desk or whether
you are busy with non-work activities such as being on social media or play-
ing games. However, an employee who works at a South African company
(company W) that uses this monitoring tool has lashed out at this tool and
is faking both companies to “the highest court in the land”. Write a report
on the following:

e The common criticisms of biometrics.
e The ethical considerations related to biometrics.
¢ The legal aspects related to biometrics

e Your opionion on whether the companies should be able to use this
tool.

Total: 10

QUESTION 11
The South African government is doing a review of the passport and they
are considering the extension of the current passport to support multiple
biometric attributes at the border. However, it is difficult to understand the
standards for international station and vendor compliance. Comprehens-
ively discuss standards in biometric systems, and your selected biometric
attributes suitable for passports by paying special attention to the follow-

ing:

e Examples of standards organisations for biometric systems and the chal-
lenges they currently face.

e Your selected biometric afttributes for passports, along with a justifica-
tion

e Advantages and disadvantages of your selected biometrics.

e Your opinion on whether including additional biometrics in passports is
warranted.

Total: 15

— End of paper —
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